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1.0 INTRODUCTION

This document summarizes work performed by Delta Information

Systems, Inc., for the Office of Technology and Standards of the

National Communications System, an organization of the U.S.

Government, headed by National Communications System Assistant

Manager Dennis Bodson. Mr. Bodson is responsible for the

management of the Federal Telecommunications Standards Program,

which develops telecommunications standards, the use of which is

mandatory for all Federal agencies. The purpose of this study,

performed under Task 8 of Modification Number P00010 of contract

number DCAI00-83-C-0047, was to determine the error sensitivity

of Group 3 facsimile systems in which the DES encryption

algorithm is employad to provide the secure transmission of

binary documents.

Federal Standards 1062 and 1063 define Group 3 facsimile

apparatus and transmission procedures, respectively. The NCS

recently established Federai Standard 1028, in which the use of

the Data Encryption Standard (DES) to provide secure transmission

over Group 3 facsimile equipment is defined. One of the key

issues regarding the use of Group 3 facsimile is the sensitivity

of the transmitted signal to data link errors. This report

presents the results of a computer simulation study performed by

Delta Information Systems in which the effects of transmission

errors on the performance of Group 3 facsimile employing the DES

encryption algorithm were examined.
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This report is comprised of four sections. Section 1.0

provides a brief description of the objectives of the study and

contains a synopsis that outlines the results and conclusions

obtained. Section 2.0 presents the technical approach employed

in the study and includes a discussion of the system analysis

performed, the simulation methodology employed, and detailed

descriptions of the compression, encryption, and error signal

algorithms simulated. The results of the simulation study are

presented in Section 3.0, and the conclusions made based on these

results are contained in Section 4.0.

1.1 Synopsis

In this study, 48 simulations were performed in order to

determine the effect of data link errors on the error sensitivity

of secure Group 3 facsimile transmissions. The parametric

variations employed in these simulations included two compression

algorithms in the Group 3 encoding and decoding steps, Modified

Huffman and Modified READ coding, two error signal types, single

and double burst errors, two bit error rates, 4 x 10- 3 and 1 x 10- 3

, two error conditions, with and without encryption, and three

test documents, CCITT documents #1, #5, and #7.

The Group 3 compression algorithms were derived from CCITT

Recommendation T.4 (equivalent to Federal Standard 1062); the

encryption/decryption algorithm, the Data Encryption Standard

algorithm in the 1.-bit cipher feedback mode, was derived from an

analysis of Federal Standards 1027 and 1028 and FIPS publications

1 - 2



46 and 81. The error signal algorithms were derived from error

sensitivity reports previously performed by Delta Information

Systems.

The effects of transmission errors on secure Group 3

facsimile were found to be only slightly greater than their

effects on Group 3 facsimile without encryption. The encryption

process, while introducing a large number of errors into the

encoded data stream, did not severely affect the image quality

produced by secure Group 3 facsimile. On the average, the error

sensitivity of the simulations in which encryption was employed

was only 2% to 15% greater than in those runs in which it was

not. The visual effect of the decryption process was noticeable

only in small regions of the output images, and even then only in

those images in which the higher bit error rate and the MRC

algorithm was employed.

The simulation results indicated that the structure of the

error signal had a significant effect on the error sensitivity;

the number of errors within an error group, where an error group

is either an error burst for single burst error signals or a

disturbance (two bursts) for double burst error signals, had less

of an effect on error sensitivity than the number of error groups

present in an error signal. This explains why the single burst

error signals had a greater effect on error sensitivity than the

double burst errors; although there are more error bits per group

in a double burst error signal (twice as many) at a given bit

error rate, there are fewer error groups present (half as many).

1- 3



It also explains why the decryption process had only a

limited effect on error sensitivity. Although the decryption

process causes a large expansion in the number of error bits in

the encoded data stream (,,lO:l for single burst error signals,

5:1 for double burst error signals), the errors remain localized

to the area in which the data link error group is located, and

the propagation of error bits in the decoded output image is

modest.

1 - 4



2.0 TECHNICAL APPROACH

2.1 System Analysis

The sensitivity of Group 3 facsimile to data link errors has

been previously studied by Delta Information Systems for the DCA

(refs. 1, 2, 3). In this study, the effects of data link errors

on secure Group 3 transmissions was evaluated. In order to

develop computer software to simulate the secure transmission of

documents with Group 3 equipment, it was first necessary to fully

define the compression, encryption, and transmission

characteristics of a secure Group 3 facsimile transmission. The

Group 3 compression/decompression process was defined through an

analysis of CCITT Recommendation T.4 (ref. 4). Federal Standards

1027 and 1028 (refs. 5, 6) and FIPS publications 46 and 81 (refs.

7, 8) were analyzed in order to determine the details of the

encryption process employed. The error sensitivity studies

previously performed by Delta Information Systems were used as a

source of information regarding the types of data link errors

common to Group 3 transmissions.

Figure 2.1 is a functional block diagram which illustrates

the major steps involved in a secure Group 3 facsimile

transmission. In the Group 3 encoder, each input document is

compressed using either the Modified Huffman or the Modified READ

coding algorithm; the output of the encoder is a data stream

consisting of compressed scan lines, end-of-line (EOL) codes, and

fill bits. The DES encryptor enciphers this data stream using

the Data Encryption Standard (DES) algorithm in the 1-bit cipher

2- 1
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feedback mode. The encoded and encrypted data is then sent

across the transmission channel; assuming an error-free

transmission (and assuming the same key variable is used in both

the encryptor and the decryptor), the data is decrypted and

decoded to produce an exact reproduction of the input document.

Group 3 data links, however, are not generally error-free; they

are subject to various types of error signals. In this study,

two representative error signal types, single and double burst

errors, were employed in order to determine the error sensitivity

of secure Group 3 facsimile transmissions.

In evaluating the secure Group 3 facsimile transmission

process, the first simulation method considered was to duplicate

the process exactly; that is, create a software module for each

of the functional blocks in Figure 2.1 and encode, encrypt, error

corrupt, decrypt, and decode the test images. This method, while

being the most direct, posed several problems. It does not take

full advantage of the software written for the previous error

sensitivity studies (refs. 1, 2, 3). It would require an

excessive amount of computer processing time because the DES

algorithm, which requires a significant amount of bit matrix

manipulation, is invoked twice (once for encryption, once for

decryption) for each bit in the encoded data stream (200,000 to

850,000 times). In addition, it would be highly inefficient in

that it would be needlessly encrypting and decrypting large

portions of the test documents that are not affected by the error

signals.

The second method considered, and the one chosen to perform

the simulation, avoids all of the aforementioned problems. It
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employs the simulation software from the previous studies

directly (with a few minor modifications to bring it up to date).

It avoids the excessive computer processing time by applying the

encryption/decryption process to the error signals rather than to

the encoded data stream. In this way, only those areas of the

document that contain errors are encrypted and decrypted, and the

encryption/decryption process need only be applied once for each

error signal type at each bit error rate, regardless of the

number of simulation runs performed.

2.2 Simulation Methodology

Figure 2.2 is a block diagram of the software developed to

implement the simulation method selected in the system analysis

task. The encoder, error insertion, and decoder modules are

contained in a single program, an updated version of the program

used in the previous error sensitivity studies. This program

encodes a document, corrupts the coded data by placing errors at

positions read in from an error position file, and decodes the

corrupted data to produce an output image containing errors. The

program also outputs various compression and error sensitivity

statistics, such as the number of compressed bits, the number of

error bits inserted, the error sensitivity factor, etc.

Software modules not depicted in Figure 2.2 were written to

generate error position files that simulate the two error signal

types chosen for evaluation. The program that generates the

double burst error position files was obtained from a previous

error sensitivity study (ref. 3); the program that generates the

2- 4
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single burst error position files was developed as a modification

of the double burst error program. The decryption error

generator module shown in Figure 2.2 reads in an error position

file, adds the errors that would be caused by the decryption

process, and outputs a new error position file that simulates the

error pattern of a decrypted coded data stream that contains

transmission errors.

In performing the simulations associated with this study,

the following steps were taken.

1. The double burst error generation program was run

twice in order to produce double burst error position

files at the two selected bit error rates.

2. The single burst error generation program was also

run twice in order to produce single burst error

position files at the two selected bit rates.

3. The decryption error generator program was then

applied to each of these four error position files to

produce four more error position files that contained

errors due to decryption in addition to data link

errors.

4. The program that performs the encoding, error

insertion, and decoding steps was then run a total of

48 times, using the three test documents and the eight

error position files mentioned above.

2- 6



2.2.1 The Decryption Error Generator Module

The simulation of the DES encryption/decryption process was

the main task involved in the software development effort;

Figure 2.3 is a functional block diagram of the process. As

stated earlier, a direct simulation of the process was possible

but not practical; because of the intensive bit matrix

manipulations required by the DES algorithm (ref. 7), the

computer time needed to perform the 48 simulation runs would have

been prohibitive. The technique employed to simulate the effects

of the encryption/decryption process on secure Group 3 facsimile

transmissions significantly reduced the amount of computer time

required to perform the simulations. This was accomplished by

applying the DES algorithm to the error signals rather than the

images themselves.

The simulation technique takes advantage of the fact that,

although the actual encrypted bit stream is highly unpredictable

(the primary purpose of the DES algorithm), the effects of

transmission errors on secure Group 3 facsimile transmissions are

not. The effects of the encryption/decryption process manifest

themselves in the decryption step, as this is the first step

taken after the introduction of transmission errors. The

decryption error generator software simulates the decryption of

an encrypted bit stream containing errors by taking a simulated

error signal and adding to it the errors that would be generated

by the decryption process.

In the decryption error generator software module, the input

bit stream is a sequence of correct bits (0's) interspersed with

2- 7
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groups of incorrect bits (l's) that represents a simulated error

signal (see Figure 2.4). The DES encryption algorithm is first

run with an input block consisting of all O's (which represents

an input block containing no errors) in order to determine the

true value of the most significant bit (MSb) of the DES output

block. The simulated error signal is then processed as follows.

When an error bit is encountered, the DES encryption algorithm is

initiated and the MSB of the DES output block is determined.

This MSB is then compared with the true value of the MSB; if the

MSB is equivalent to the true MSB, the MSB is set to 0 (correct);

otherwise, it is set to 1 (incorrect).

The MSB is then exclusive-ORed with the input bit to form an

output error signal bit. The input bit is fed forward to the LSB

of the DES input block, which is left-shifted to accommodate the

input bit, and the above sequence of steps is repeated. This

process continues until the entire error group completely passes

through the DES input block. The decryption error generator

module then repeats this procedure for every error group in the

simulated error signal, producing a new simulated error signal in

which the error propagation due to the decryption process is

incorporated.

This simulation process is actually a close approximation of

the decryption of a corrupted cipher bit stream rather than an

exact representation. The simulation process assumes that the

error propagation due to the decryption process is independent of

the content of the data stream. In actuality, the error pattern

produced by the decryption of a corrupted cipher bit stream is

dependent upon the data.

2- 9
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The validity of the assumption lies in the fact that the

length of the error group after the decryption process is

independent of the data stream; only the exact error pattern and

the number of errors within the error group are dependent upon

the data stream. Because the length of the expanded error group

is data independent, and the number of errors in an error group

has much less of an effect on error sensitivity than the number

of error groups present, a close approximation of the effect of

transmission errors on Group 3 facsimile with encryption can be

achieved by employing an "average" error propagation pattern. By

making this assumption, the computational complexity of the

simulation was greatly reduced.

The sample error signal in Figure 2.4, a double burst error

group, illustrates the simulation process. As stated earlier,

each incorrect bit is represented by a 1 and each correct bit is

represented by a 0. The input error signal is both

exclusive-ORed with the MSB stream from the DES output block and

fed forward (with a I bit delay) to the DES input block. In

exclusive-ORing the input error signal with the DES MSB stream,

an incorrect bit in the output error signal can be caused by an

incorrect bit in either stream; however, incorrect bits in both

streams cancel each other and produce a correct bit in the output

error signal (e.g. bit positions 3, 11, 13, and 15 in the

example). The number of error bits in the output error signal

caused by the decryption process is much larger than the number

of error bits in the input error signal because each error group

remains in the DES input block for 70 to 95 iterations, depending

on the error type.
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2.3 Algorithm Descriptions

2.3.1 Group 3 Compression

Documents are encoded in one of two ways in Group 3

facsimile systems. The one-dimensional encoding algorithm

represents all of the runs of consecutive black and/or white pels

along a scan line with code words obtained from the Modified

Huffman code tables (see Tables 2.1, 2.2, and 2.3). The two-

dimensional encoding algorithm is an optional extension of the 1D

algorithm that increases compression by taking advantage of the

vertical correlation between pels.

The one-dimensional run-length coding process, also known as

Modified Huffman coding (MHC), compresses a document by

representing the actual sequence of bits along a scan line with a

series of variable length code words. Run lengths between 0 and

63 pels are encoded with the corresponding code words from

Table 2.1; these code words are called terminating codes because

they are the final part of the code sequence used to represent a

pel run length. A run length between 64 and 1728 pels is encoded

with a make-up code from Table 2.2 and a terminating code from

Table 2.1 (e.g. a run of 1609 white pels would be encoded with

the code sequence [010011010] [10100]); Table 2.3 contains make-up

codes for run lengths longer than 1728 pels (for Group 3

facsimile equipment that can accommodate larger documents).

A Group 3 transmission is comprised of three types of data;

coded scan line data, end of line (EOL) codes, and fill bits.
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Terwnsmaiig codes

White run length Code word Black run length Code word

1100110101 0I M)(001 101 11
1001111 010(
0111 2 1

31000 3 10
4 loll1 4 Oil
1 1100 5 00OH
6 1111) 6 0010(
7 IM1 7 00011
(1 10011 8I (K00101
9 10100 9 10010M

10 00111 10 0000 100
I 1 0 101) I I (M)(10 1
12 001000 12 0000111
I1 0001011 13 00000 100
14 110100 14 0(00()111
15 110101 I5 (X)00I1I(M0
16 101010 16 0000010111
17 1(010111 17 (000011100(0
111 0100111 18 0(1)00001000
19 0001100 19 00001100111
20 0001000 20 0000l 101000

21 0010111 21 0000I110II100
22 000001 I1 2 2 (K000 0 1ll

23 (000100 23 0000)0101000)
24 0101000 24 00000010I1l

25 0101011 25 00000011000

26 0010011 26 1)000110010)10

27 010)0100 27 0((I100II1

2h1 0011000 28 0000I110l100
29 00000010 29 0000 11fool10o
30 00000011 30 00000II0I000
31 00011010 31 0(1001I10 1 M 1
32 00)011011 32 ()O01 101010
33 00010010 33 000001110111
34 0M0001 34 000(I 10 1010

31 10100 35 (1000 10 100 11
36 000111)01 36 MOM0110101MX
37 MO01010 1 7 0f010 1 10 1
38 (1010111 318 0110 11101
39 00101004)( 39 11111)01010111
40 0011010011 40 0(10(1 101 100)
41 (VI)10110 41 (1(111)110111

42 010101(011 42 Moo(101)10(10

431 00101100 43 (000lo 01I
44 o1l0101 M0 4000010 10100

45 00000100 45 1l0000001

46 0000010 1 46 (1111101010 l

47 001001010 47 M()00lOIl0II
48 (110(1011 411 00000 I100 10(l
49 01010010 49 00000110011

50 01010011 50 01)(001010010
51 010101100 if 0(30 ( 100I 11
52 0lol0101 52 000000100(K)1001

53 00 100 100 53 0(1)000 110111
54 00100101 54 000000 111000
55 01011000 55 000000100111
56 01011001 56 00000 0 1000
57 01011010 !(7 00000101 1001

58 010110)11 1 N O0000I ) I I M
59 01001101 i9 ll0)010010101 I
60 010011011 601 11 01100Il(

62 001100 11 62 000001(lI0110l
63 00110100 63 ")0011010111

I_____________________________

Table 2.1 - MHC Terminating Code Table
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Make-up codes

White run length% (ode word 83.ack run lengths (ode word

64 1 11033 64 ()O3)031 HI
283 3(10 12( (XXX) I 100 (X))

192 0330333 192 ()0(33)31 K0031
256 01 0)33 256 00K)01010 11
323) 001110 120 (()OO()3 110011
384 () 10011 .184 000()00 110
4433 30 1)10 448 O(000 0 003
512 03330030 512 000000 110 1100
576 01303000 576 0000003 30310i
640 O 00311 640 (o000 00 0 00
70)4 0f300130() 704 0000001003033
768of03300333)3 768 o00o00o10o11 (M
((32 03 3030033) 832 ooooooi0ooio
3396 01010013 896 000000) 11100310
9(0 (M 303(0300 960) 0(0000 110)11

3(024 0133)0001 3024 03)03003330300
1088 033010130 3088 0000003330303
1152 011010131 1352 0000003330330
3236 o0)1 30(00 1216 3()333)33 330333
3280 033033003 3280 0000001010010)
13344 013033030 1344 0000003030033
3403 011033011 14(08 0031000310310300
1472 03100 11000 1472 000000000
1536 030033003 1536 000003000
360)0 01001 1030 1600 000000310331031
1664 013000 1664 () 10000)
1728 0)3003 3033 1728 003)00311001031
EOL 000000000001 EOL 000000000001

Note -It is recognized that machines exist which accommodate larger paper widths whilst maintaining the standard horizontal resolution.
This option has been provided for by the addition of the Make-sip code set dlefincd as follows:

Table 2.2 - MH-C Make-UD Code Table

Run lengthMaeucos
Iblick ind white) Iicpcoe

1792 00000003000
1856 00000003300
19201 0)00(33)01303
19X34 3O)033333)03)33
20)4X3 0))3103)3003
2332 OOOO)3)I00(
2176 03103)33333033)3
22433 333)3)033333)30
2304 0000000 10 111
23683 000000011100
2432 000000033 303
2496 000000033330
2563) 0003330)33333I

Table 2.3 -MHC Extended Make-Uu Code Table

2 -14



The format of the data stream in a Group 3 MHC transmission is

presented in Figure 2.5. Each scan line is encoded individually

and is separated from the other scan lines in the document with

EOL's. Each coded scan line begins with a white run length code

to ensure color synchronization at the receiver; if the actual

scan line begins with a black run, a zero white run length code

is inserted at the beginning of the coded scan line. Fill bits

are inserted when the coded scan line is shorter than the minimum

scan line transmission length T (in this study, T = 48 bits).

The two-dimensional run-length coding process, also known as

Modified READ coding (MRC), compresses every Kth line in a

document with MHC coding and the next (K - 1) lines with variable

length code words derived from Table 2.4. The terms a0 , al, and

a2 in Table 2.4 refer to the positions of the reference changing

element 1 and the next two changing elements, respectively, along

the coding line; the terms bI and b2 refer to the first and

second changing elements on the reference line located to the

right of a0 . The various coding modes associated with the MRC

algorithm were selected so that the correlation between

vertically adjacent pels was exploited. Figure 2.6 is a flow

diagram which illustrates the coding process employed in the MRC

algorithm; for a more detailed description of the mode selection

process, see reference 4.

The format of a Group 3 MRC transmission is presented in

Figure 2.7; this format is only slightly different from that

employed in Group 3 MHC transmissions. As with the MHC format,

1 A changing element is defined as a pel whose color is
different from the previous pel along the same scan line.
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/

EQL DATA EOL DATA FILL EOL DAAI
/

< T1
Start of Transmission

// EOL EOL EOL IEL EOL

< RTC ,1

End of Transmission (

EOL - End of line code - 000000000001

DATA - Coded scan line data

FILL - Transmission pause - variable length string of O's

RTC - Return to control (End of message) code

T - Minimum scan line transmission length

Figure 2.5 - MHC Document Transmission Format
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Two-dimensional code table

Mode Elements to be coded Notation Code word

Pass h. b, P 000 1

4orizontal asa1 .a I H 001 + M(a .aM)+ k~iaa,)
(wCe Notei

Vertical a, just under b, alb - 0 V(O) I

a, totheright ofb, alb, - I V,( I Oil

ah, - 2 VR(2 )  000011

a1h, - 3 V40I o(1)g I0 I

aj to ihe left of h alb, - I V,(l )  010

alh1 - 2 VL(2 )  000010

a, h - 3 V (3) ( X) I(

Extension 2-D (extensions) 0000001 xxx
I-D (extensions) O000O)(l xxx

(see Note 2)

Note I - Code M( )of the horizontal mode represents the code words in Tables 1/7.4 and 2/T.4.

Note 2 - It is suggested the uncompressed mode is recognized as an optional extension of the two-dimensional coding scheme for Group 3
apparatus. The bit assignment for the xxx bits is I I I for the uncompressed mode of operation whose code table is given in Table 4/T.4.
Note J - Further study is needed to define other unspecified xxx bit assignments and their use for any futiher extensions.

Note 4 - If the suggested uncompressed mode is used on a line designated to be one-dimensionally coded, the coder must not switch into
the uncompressed mode following any code word ending in the sequemce 000. This is because any code word ending in 000 followed by
a switching code 000000001 will be mistaken for an end-of-line code.

Uncompressed mode cooe words

Entrance code to On one-dimensionally coded line: 00000000 1111
uncompressed mode On two-dimensionally coded line : 000000 1111

Image pattern Code u-ord
I I
01 01

Uncompressed 001 011
mode code 0001 0001

owol (oooI
00M0 0000)I

0000001IT
Exist from 0 0000(W0T
uncompressed 00 000000001T
mode code 000 00O)000 I T

0000 00oo000001T

T denotes a tag hit which tells the colour of the next run (black - I. white - 0)

Table 2.4 - MRC Two-Dimensional Code Table
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4//

EOL+1 1D DATA EQL+O 2D DATA FILL EOL+O 2D DATA I

I-I

T< 
T - >I

nStart of Transmission

//< RTC J

End of Transmission J

EOL+t - End of line code - 000000000001 + Tag bit (ID=I, 2D=0)

DATA - Coded scan line data

FILL - Transmission pause - variable length string of O's

RTC - Return to control (End of message) code

T - Minimum scan line transmission length

Figure 2.7 - MRC Document Transmission Format
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each scan line is encoded individually and is separated from the

other scan lines with EOL's; however, in addition to the 12-bit

EOL code, a tag bit is added so that the receiver knows whether

the scan line is 1D or 2D encoded. As before, fill bits are

added so as to maintain the minimum scan line transmission

length T.

2.3.2 DES Encryption Algorithm with 1-Bit Cipher Feedback

Figure 2.8 (ref. 8) is a functional block diagram of the DES

encryption/decryption algorithm in the K-bit cipher feedback

(CFB) mode; for secure Group 3 transmissions, K = 1. The

encryptor is applied after the Group 3 encoding step (as in

Figure 2.1) and before the coded data is sent through the

transmission channel; the decryptor is applied just after the

data is received from the transmission channel and just before

the Group 3 decoding step. The plain text in and plain text out

blocks in Figure 2.8 represent the coded data stream of the Group

3 transmission.

The encryption process is initiated by inserting a 64-bit

key variable into the DES encryption module, either manually

(i.e. keyboard, thumbwheel switches, etc.) or with an electronic

key variable loader (ref. 5). This key variable consists of 56

randomly (or pseudorandomly) generated bits and 8 parity check

bits, which are employed to ensure that the key variable is

properly loaded. The principal function of the key variable is

to set up the key schedule used in the encryption iterations; it

can also be employed to create the 48-bit Initializing Vector
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ENCRYPTION DECRYPTION

SHIFT SHIFT

INPUTBLOCK INPUT BLOCK

(64K) BITS K BITS (64-K) BITS K BITS

1 K FEED BACK 1 K

K BITS

DES ENCRYPT DES ENCRYPT

OUTPUT BLOCK OUTPUT BLOCK
SELECT DISCARD SELECT DISCARD
K BITS (64-K) BITS K BITS (64-K) BITSK K.

CIPHER TEXT CIPHER TEXT

+ KK BITS K BITS

PLAIN TET IKIKPLAIN TEXT

K BITSK BITS
K 1 K

INPUT BLOCK INITIALLY CONTAINS AN INITIALIZATION VECTOR (IV) RIGHT JUSTIFIED

Figure 2.6 - DES Algorithm in the K-bit CFB Mode
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(IV) that is loaded into the least significant bits of the DES

input block at the beginning of the encryption and decryption

steps.

The DES encryption algorithm, which is employed in both the

encryption and decryption processes, consists of a series of bit

matrix permutations and exclusive-OR operations as described in

FIPS publication 46 (ref. 7). The DES encryption module takes a

64-bit input block (initially the 48-bit IV, right-justified, and

16 O's) and produces a 64-bit output block of encrypted data. In

the 1-bit CFB mode, only the most significant bit of the DES

output block is employed in the encryption/decryption process.

In the encryptor, the most significant bit of the DES output

block is exclusive-ORed (XORed) with one bit from the coded data

stream to produce a cipher bit; this cipher bit is loaded into

both the enciphered data stream and the least significant bit of

the DES input block, which is left-shifted to accommodate the

cipher feedback bit. The most significant bit of the DES input

block is discarded, as are the remaining 63 bits of the DES

output block. This process continues for each bit in the coded

data stream until the entire document is encoded and enciphered.

In the decryptor, the algorithm employed is basically

identical to the one used in the encryption process, where the

same key variable is employed to set up the key schedule and

generate the IV; the one exception is that the cipher bit is fed

forward (with an initial 1 bit delay) rather than back, as in the

encryption process (see Figure 2.8).
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2.3.3 Error Signal Algorithms

Two error signal types were selected for evaluation in this

study. The first, a single burst error signal, is characterized

by a random pattern of error bursts; an error burst consists of a

group of 8 bits, 4 error bits alternating with 4 correct bits.

Figure 2.9 illustrates the structure of the single burst error

pattern. For each transmission segment of L bits, there is an

error burst located N i bits from the beginning of the segment.

In this study, the random nature of the error burst pattern was

approximated with a pseudorandom number generator known as the

method of congruence (ref. 3); the pseudorandom numbers Ni,

i=1,2,... in Figure 2.9 were obtained from the equation

Ni +1 =aN +c(mod M) F

where c and M are prime number constants. The choice of M was

determined by the integer arithmetic computational capacity of

the computer employed (M = 62144 for the HPI000); a and c were

selected so as to maximize the randomness of the error burst

pattern (a = 6237, c = 5439).

The second type of error signal evaluated was the double

burst signal, the structure of which is illustrated in

Figure 2.10. A variation of the single error burst signal, this

signal is characterized by groups of two error bursts, called

disturbances, distributed randomly. For each transmission

segment of L bits, a disturbance is located Ni bits from the

beginning of the segment. The distance between the two bursts

within a disturbance di varies from 2 to 17 bits in a periodic

sawtooth pattern; that is, the spacing between the bursts
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increases linearly for 16 disturbances and then repeats. The

same pseudorandom number generator employed to approximate the

random nature of the single burst error signal was employed for

the double burst error signal.
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3.0 RESULTS

3.1 Error Sensitivity Statistics

Table 3.1 is a summary of the error sensitivity results

obtained from the 48 simulation runs performed in this study.

Sixteen simulations were performed for each of the three test

documents (CCITT documents #1, #5, #7), including all

combinations of the following parameters:

2 compression algorithms - MHC, MRC

2 Bit Error Rates - 4 x 10- 3 , 1 x 10- 3

2 Error Signal Types - Single Burst, Double Burst

2 Error Signal Conditions - With, without encryption

The error sensitivity factor (ESF) in Table 3.1 is defined

as the ratio between the number of error bits in the output file

and the number of error bits inserted to simulate transmission

link errors. This ratio represents the average disturbance to

the output image caused by a single transmission error.

The bit error rate (BER) in Table 3.1 is defined as the

ratio between error bits and total bits in the transmitted bit

stream. The two bit rates employed in this study were selected

based upon the bit rates employed in a previous study (ref. 3);

the BER of 4 x 10- 3 was selected directly from the previous study

and the BER of 1 x 10- 3 was selected after the initial

simulations indicated that the first BER was relatively high.
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Table 3.1 - Error Sensitivity Results - Page 1 of 3

Number of
CCITT Bit Number of Error Bits Number of Error
Image Compression Error Error Error Bits After Error Bits Sensitivity
Number Algorithm Type Rate Inserted Decryption in Output Factor

Single 4xO -  1149 --- 29905 26.05
Burst
Only IxO-  288 --- 4472 15.53

Single 4x10-  1140 10906 34057 29.67
Burst +
Decrypt lxlO -3  289 2736 5318 18.47

MHC
Double 4x10-  1144 --- 11850 10.36
Burst
Only 1xlO -1 288 --- 3018 10.48

Double 4x10-  1144 5846 13065 11.42
Burst +
Decrypt lxlO -  288 1446 306! 10.63

Single 4x10-3 916 --- 55173 60.23
Burst
Only IX10 °- 228 --- 20120 88.25

Single 4x10-2  916 8702 62159 67.86
Burst +
Decrypt 1x10 -3 228 2166 20175 88.49

MRC
Double 4x10-3 912 --- 40989 44.94
Burst
Only 1x10-  232 --- 8113 34.97

Double 4xlO-2 912 4650 41275 45.26
Burst +
Decrypt 1x10-2 232 1174 7342 31.65
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Table 3.1 - Error Sensitivity Results - Page 2 of 3

Number of
CCITT Bit Number of Error Bits Number of Error
Image Compression Error Error Error Bits After Error Bits Sensitivity
Number Algorithm Type Rate Inserted Decryption in Output Factor

Single 4x10-  1896 --- 55286 29.16
Burst
Only 1xIO -  476 --- 9488 19.93

Single 410-2 1896 18012 63610 33.55
Burst +
Decrypt xO-  476 4522 10405 21.86

IHC
Double 4x10-2  1904 --- 21838 11.47
Burst
Only lxtO -  480 --- 3442 7.17

Double 4x10-2 1904 9732 22595 11.87
Burst +
Decrypt 1xO -

3 480 2443 3794 7.90

Single 4x102-  1320 --- 124093 94.01
Burst
Only IxiO -  328 --- 34514 105.23

Single 4x10-  1320 12540 133093 100.83
Burst +
Decrypt 1xlO -2 328 3116 35315 107.67

NRC
Double 4x10-2 1320 --- 67308 50.99
Burst
Only lxO -3 328 --- 19416 59.20

Double 410-2 1320 6722 70494 53.40
Burst +

Decrypt lxl1 0- 329 1659 20761 63.30
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Table 3.1 - Error Sensitivity Results - Page 3 of 3

Number of
CCITT Bit Number of Erro; Bits Number of Error
Image Compression Error Error Error Bits After Error Bits Sensitivity
Number Algorithm Type Rate Inserted Decryption in Output Factor

Single 4x1O-2 3268 --- 93385 28.58
Burst
Only lx]O-2 820 --- 20328 24.79

Single 4x10-3 3268 31046 106959 32.73
Burst +
Decrypt 1xO -

3 820 7790 22663 27.64
HHC

Double 4x10-3 3272 --- 43180 13.20
Burst
Only 1xlO -1 816 --- 10933 13.40

Double 4xlO -  3272 16724 48936 14.96
Burst +
Decrypt 1x1O-2 816 4145 11977 14.68

Single 4x10-3 2504 --- 222924 89.03
Burst
Only 1xO -  624 --- 57282 91.80

Single 4xO -  2504 23788 231791 92.57
Burst +
Decrypt 1x10-  624 5928 62720 10.5B

MRC
Double 4x0 -  2504 --- 120148 47.98
Burst
Only 1xO -  624 --- 30073 48.19

Double 4xO -  2504 12794 128445 51.30
Burst + _
Decrypt 1xO -3 624 3182 32739 52.47
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These bit rates were calculated as follows:

Single Burst:

BER = # error bits/burst

# bits/segment length L

BER = 4 = .00391 = 4 x 103

(L = 1024)

BER = 4 = .00098 = 1 x i0-3

(L = 4096)

Double Burst:

BER = # error bits/disturbance

# bits/segment length L

BER = 8 - .00391 = 4 x 10 -3

(L = 2048)

BER = 8 - .00098 = 1 x 10 - 3

(L = 8192)

Note that the segment lengths used to generate the single and

double burst error patterns were selected so that the same bit

error rates were used for both error signal types.

The results presented in Table 3.1 indicate that the error

signal type has a significant effect on the number of errors

caused by the decryption process. The number of errors inserted

(to simulate transmission link errors) is the same (within + 4

bits) for both single and double burst error signals, yet the

decryption of a file containing single burst errors causes ='i0:1

expansion in the number of errors produced, while the decryption

of a file corrupted with double burst errors causes only Z5:1
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expansion. This indicates that the number of error bits within a

burst (or disturbance) has less of an effect on the number of

errors produced by the decryption process than the number of

error groups 2 present (For a given BER, there are twice as many

single burst error groups inserted as there are double burst

disturbance groups.).

In terms of error sensitivity, the runs in which single

burst error signals were employed had higher ESF values than

those runs in which double burst error signals were employed

(e.g. 26.05 vs. 10.36 for Document #1, MHC, single burst only,

BER = 4 x 10 - 3 ). The simulations in which the MHC compression

algorithm was employed had lower ESF values than the simulations

in which the MRC compression was employed (e.g. 33.55 vs. 100.83

for document #5, single burst + decrypt, BER = 4 x 10 - 3 ),

indicating that the two-dimensional MRC algorithm is more

sensitive to transmission errors than the one-dimensional MHC

algorithm.

The effect of the decryption process on the error

sensitivity of Group 3 facsimile appears, at first, to be

significant. For single burst error signals, the decryption

process causes the number of errors in the coded data stream to

expand by i0:i, while for double burst error signals it causes

the number of errors in the coded data stream to expand by %5:l.

However, upon decoding, the number of erroks produced in the

2 An error group is defined as an error burst for single

burst errors and as an error disturbance for double burst
errors.

3- 6

_ ,j.., _ .. __ -- nmam m m k""~ m m m m • oni



output image is small in comparison to these ratios. The largest

increase in ESF value obtained in this study was 18.9% (18.47 vs.

15.53, document #1, MHC, single burst, BER = 1 x 10 - 3 ); in one

instance, the ESF value actually decreased by 9.5% (31.65 vs.

34.97, document #1, MRC, double burst, BER = 1 x 10- 3 ) despite

theZ5:l expansion in the number of error bits in the coded data

stream.

Table 3.2 summarizes the percent increases in error

sensitivity due to the decryption process, averaged over the

three test documents, for each of the eight combinations of

compression algorithm, error signal type, and bit error rate

analyzed in this study. These results indicate that, while the

MHC compression algorithm is less sensitive to transmission

errors than the MRC algorithm, the effect of the decryption

process on the error sensitivity of the MHC algorithm is greater

than its effect on that of the MRC algorithm. In other words, on

the average, the decryption process caused a greater increase in

the ESF values of those simulation runs in which the MHC was

employed than in those runs in which the MRC algorithm was

employed.

3.2 Output Images

Table 3.3 is a list of the images included in this report in

order to illustrate the effects of encryption on the error

sensitivity of Group 3 facsimile. Document #1, the English
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Table 3.2 - Percent Change in Error Sensitivity

Average Percent
Bit Increase in

Compression Error Error ESF (Error
Algorithm Type Rate Sensitivity)

Single 4xi0-3 14.5
Burst

lxlO-3 13.4
MHC

Double 4x10-3 13.3
Burst

lxlO-3 7.1

Single 4x10-3 8.0
Burst

lxlO-3 4.0
MRC

Double 4x10-3 4.1
Burst

l ix10-3 2.1

3



Table 3.3 - List of Output Images

CCITT Bit
Image Compression Error Error Figure
Number Algorithm Type Rate Number

Single 4x10-3 3.2
Burst
Only lx10-3 3.3

Single 4x10-3 3.4
Burst +
Decrypt 1x10-3 3.5

MHC
Double 4x10-3 3.6
Burst
Only 1x10-3 3.7

Double 4x10-3 3.8
Burst +
Decrypt x.10-3 3.9

Single 4x10-3 3.10
Burst
Only 1x10-3 3.11

Single 4x10-3 3.12
Burst +
Decrypt 1x10-3 3.13

MRC
Double 4x10-3 3.14

Burst
Only 1x10-3 3.15

Double 4x10-3 3.16
Burst +

Decrypt 1x10-3 3.17
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letter, was selected for illustration purposes; it was not

necessary to include all three test documents, as the visual

degradation caused by the error signals is relatively consistent

over the three. As stated earlier, the decryption of a corrupted

coded data stream results in.l0:l expansion in the number of

errors in the coded data stream for single burst errors and :5:1

expansion for double burst errors. The number of errors that

appear in the decoded output error image, however, does not

reflect this significant error propagation; in fact, the increase

in the number of errors in the output image resulting from the

decryption process did not exceed 20% in the simulation runs

performed. Averaged over the three test documents, the increase

in the number of errors occurring in the output image ranged from

2% to 15%, depending on the parameters employed.

Figure 3.1 represents the decrypted and decoded document in

the case where no errors are introduced by the transmission link;

it is an exact reproduction of the input document (Note that the

images shown in Figures 3.1 through 3.17 are slightly smaller

sections of the full sized images.). Figures 3.2 through 3.17

are the output images resulting from the 16 simulation runs

performed with document #1 as the test image. As with the ESF

values, the simulation runs in which the MHC compression

algorithm was employed were much less sensitive to transmission

errors in terms of output image quality than those in which the

MRC algorithm was employed (e.g. compare Figures 3.4, MHC, and

3.12, MRC, single burst + decrypt, BER = 4 x 10
- ).
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THE SLEREXE COMPANY LIMITED
SAPORS LANE . PADDLE - DORSET - BR25 A ER

TwUBPoUmWM (945 13) 51617 - Max 123456

Our Ref. 350/PJC/EAC 18th January, 1972.

Dr. P.N. Cundall,
Mining Surveys Ltd.,
Holroyd Road,
Reading,
Berks.

Dear Pete,

Permit me to introduce you to the facility of facsimile
transmission.

In facsimile a photocell is caused to perform a raster scan over
the subject copy. The variations of print density on the document
cause the photocell to generate an analogous electrical video signal.
This signal is used to modulate a carrier, which is transmitted to a
remote destination over a radio or cable comunications link.

At the remote terminal, demodulation reconstructs the video
signal, which is used to modulate the density of print produced by a
printing device. This device is scanning in a raster scan synchronised
with that at the transmitting terminal. As a result, a facsimile
copy of the subject document is produced.

Probably you have uses for this facility in your organisation.

Yours sincerely,

A.
P.J. CROSS

Group Leader - Facsimile Research

FIGURE 3.1

3 - 11

fla Istwed ie Stqglndi No.
RANigetgd offijO? 60 VIler Le. DtoMd .Umm



THE SLEREXE COMPANY TTM1ED
S EAWIU. 900W.9. DOSET - 31 25 8 ER

(W4.I$) 51617 - u. L2346

Our Ref. 350/PJC/EAC 18th January. 1972.

Dr. P.N. Cundall,
ining Survey& Led..

Rolroyd Road.
Reading.
Berko.

Dear Pete,

Permit aie to iuLruduce yuu Lu (he facility of facsimile(Lasam. L Ult.

In facvimile a photocell is caused to perrorm a ietLeL s.c uver
h-a .. ' r.y, Th. Th-.irLL..u* .- VLi.L dutiviLy en L- -

vauve LhU IALueell to generatE an xnslagOus electrtcl video cignal.
This signal j A wiPd in m nA.1lto : .. i r* which i2 tranuritted to a
remote d^RrinArinn nv.r a radlo or cable eoimxicatLion9 link.

At the remote terminal, domodulatinn reconetructe the video
eigril, v.hih - u:cd to modulatc thc dcnaiLy of print produced by a
printne MAvyce, This device is scanning in a raster scan synehronised
with that at the I rxnxmwt;nC terminal. As a recult, & facsimile
copy of the aubjcct document is produced.

Probably you have uses for this facility in your organisation.

Yours sincerely,

P.J. CROSS
(roup Leader - Facsimile Research

FIGURE 3.2

3 - Ila



THE SLEREXE COMPANY IMITED
SAPORS LANE. BOOLE - DORSET. BH 25 8 ER

TUMMoin . (945 13) 51617 - TM= 123456

Our Ref. 350/PJC/EAC 18th January. 1972.

Dr. P.N. Cundall,
Mining Surveys Ltd.,
Holroyd Road,
Reading,
Berks.

Dear Pete,

Permit me to introduce you to the facility of facsimile
transmission.

In facsimile a photocell is caused to perform a raster scan over
the subject copy. The variations of print density on the document
cause the photocell to generate an analogous electrical video signal.
This signal is used to modulate a carrier, which is transmitted to a
remote des.tination over a radio or cable comunications link.

At the remote terminal, demodulation reconstructs the video
signal, which is used to modulate the density of print produced by a
printing device. This device is scanning in a raster scan synchronised
with that at the transmitting terminal. As a result, a facsimile
copy of the subject document is produced.

Probably you have uses for this facility in your organisation.

Yours sincerely,

i5Ai.
P.J. CROSS
Group Leader - Facsimile Research

FIGURE 3.3
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THE SLEREXE (X)MPANY TTMITED
SAPORS LANE - tKWR. DORSET. 3512s a ux

Smuw m w~q (4 411) S1617 - iua.t L23456

Our Rof. 350/PJC/EAC 18th January. 1972.

Dr. P.N. Cundall.
Mining Surveys Ltd.,
Holroyd Road,
Roeding,
Berko.

Dear Pctc,

Permit a* Co iuLruduce yuu Las the facility of facsimile
transmission.

In Cacvmile a photocell is cU-ad to rfui' A 'Ae.-. .

a -&.' F&.rIL wu Ll'z.. UU;u" uL
vauve .ihv i.hvLucll to genara an anslotous electrical video cig:nl.
This signal isA ntod tn im ,,1M. .i enr- 4cr. which is transmitted to a

reunta.j~t~aic. (v~.o L4J11 V iL cable cumauZW Llunu link.

At the remote terminal, dmodulatdon rarnnftr,,rfrA rhe' vi.eo
W -k-na-~a~M%4ULy vof pr&ir5t ProAlra UJ -0

prinring Arvice. This device it Scanning in a rastor scan syn~chroa sad
with that at ti. 1rsnxmitt;ne terminal. As a recult, a facsimile
copy of the subject document is produced.

Probably you have uses for this railfLy lu YUUL ULgUlUaLluU.

Yours sincerely.

P.J. CROSS
(roup Leader- Facsimile Research

FIGURE 3.4
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THE SLEREXE COMPANY LIWTED
SAPORS LANE . DOOLE • DORSET - DH 25 & ER

TmmwoNU soA (945 13) 51617 - in= 123456

Our Ref. 350/PJC/EAC 18th .Tanuary, 1972.

Dr. P.N. Cwndall,
Mining Surveys Ltd.,
Holroyd Road,
Reading,
Berks.

Dear Pete,

Permit me to introduce you to the facility of facsimile
transmission.

In facsimile a photocell is caused to perform a raster scan over
the subject copy. The variations of print density on the document
cause the phutucall to generate an analogous electrical video signal.
This signal is used to modulate a carrier, which is transmitted to a
remote destinmion over a radio or cable comumications link.

At the remote terminal, demodulation reconstructs the video
signal, which is used to modulate the density of print produced by a
printing device. This device is scanning in a raster scan synchronised
with that at the transmitting terminal. As a result, a facsimile
copy of the subject document is produced.

Probably you have uses for this facility in your organisation.

Yours sincerely,

P.J. CROSS
Group Leader - Facsimile Research

FIGURE 3.5
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Dr. P.N. Cundall,
Mining Surveys Ltd.,
Holroyd Road,
R,.Ad i 05S,
Berks.

Dear Pete,

Permit me to introduce you to the facility of facsimile
transmission.

In facsimile a photocell is caused to perform a raster scan over
the subject copy. The variations of print density on the document
cause the photoccl to generate an analogous electrical video signal.
This signal is used to modulate a carrier, which is transmitted to a
remote destination over a radio or cable cominmicationa link.

At the remote terminal, demodulation reconstructs the video
signal, which is used to modulate the density of print produced by a
printing device. This device is scanning in a raster scan sync.hronined
with that at the transmitting terminal. As a resulL, a facsimile
copy u the subjcct document is produced.

Probably you have uses for this facility in your organisation.

Yours sincerely,

P.J. CROSS
Group Leader - Facsimile Research

FIGURE 3.6
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Our Ref. 350/PJC/EAC 18Lh January, 1972.

Dr. P.N. Cundall,
Mining Surveys Ltd.,
Hoiroyd Road,
Reading,
Berks.

Dear Pete,

Permit me to introduce you to the facility of facsimile
transmission.

In facsimile a photocell is caused to perform a raster scan over

the subject copy. The variations of print density on the document
cause the photocell to generate an analogous electrical video signal.
This signal is used to modulate a carrier, which is transmitted to a
remote destitiatiau over a radio or cable communications link.

At the remote terminal, demodulation reconstructs the video
signal, which is used to modulate the density of print produced by a
printing device. This device is scanning in a raster scan synchronised
with that at the transmitting terminal. As a result, a facsimile
copy of the subject document is produced.

Probably you have usen for this facility in your organisation.

Tours sincerely,

P.J. CROSS
Group Leader - Facsimile Research

FIGURE 3.7
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Our Ref. 350/PJC/FAC 18th January. 1972.

Dr. P.m. Cundall,
Mining Surveys Ltd.,
Holroyd Road,
ReAding,
Berks.

Dear Pete,

Permit me to introduce you to the facility of facsimile
transmission.

In facsimile, a photocell is caused to perform a raster scan over
the subject copy. The variations of print density on the documnt
cause the photocell to generate an analogous electrical video signal.
This signal is used to modulate a carrier, which is transmitted to a
remote destination over a radio or cable comunications link.

At the remote terminal, demodulation reconstructs the video
signal, which is used to modulate the densiLy of print produced by a
printing device. This device is scanning in a raster scan synchronixed
with that at the transmitting terminal. As a resulL, a facsimile
copy of Lhe subject document is produced.

Probably you have uses for this facility in your organisation.

Yours sincerely,

P.J. CROSS
Group Leader - Facsimile Research

FIGURE 3.8
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Our Ref. 350/PJC/EAC 18Lh January, 1972.

Dr. P.N. Cundall,
Mining Surveys Ltd.,
Holroyd Road,
Reading,
Berks.

Dear Pete,

Permit me to introduce you to the facility of facsimile
transmission.

In facsimile a photocell is caused to perform a raster scan over
the subject copy. The variations of print density on the document
cause the photocell to generate an analogous electrical video signal.
This signal is used to modulate a carrier, which is transmitted to a
remote destinatiou over a radio or cable communications link.

At the remote terminal, demodulation reconstructs the video
signal, which is used to modulate the density of print produced by a
printing device. This device is scanning in a raster scan synchronised
with that at the transmitting terminal. An a result, a facsimile
copy of the subject document is produced.

Probably you have uses for this facility in your organisation.

Yours sincerely,

F.J. CROSS
Group Leader - Facsimile Research

FIGURE 3.9
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Dr. P.N. Cundall,
Mining Surmys. Ltd.,
Hoirovd Road,
Reading,
Berko.
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transmission.

In facsimile~ a phntnoll1 ini rioxp~A tn "Prform A rparar era" _r

the subject copy. The variations of print density on the document
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This signal is used to modulate a carrier, which is transmitted to &
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copy of the subject document i4 produced.
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Yours sincerely,

P.3. rROR
Group Leader -Facsimile Research
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Holroyd Road,
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Berks.

; Dwar Pete,

Permit me r o {ntrodtr ynit rn rO t-ii li-V At tArnimi.10

i, transmission.

In facsimile a phnrnepll iA rAisnd tm parfnrm P roster scen over
the subject copy. The variations of print dentity on thc doc ument

This signal is used to modulate a carrier, which is transmitted to S

remote destination over a rqd'in r Eble communications link.
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rith rhat A tho transmittin te._in_-. .. a es.uit, a
copy of the subject document is produced.

~ I .1..".. 7-U have unea LUL Oulu a :i1ILy in yuur organsation.

zours sincereiy,

I P.J. rR(OSS

Group Leader- Facsimile Research
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Dr. P.N. Cundall,
Mining Surveya Ltd.,
Holroyd Road,
Reading,
Berks.

Dear Pete,

Permit me to introduce you to the facility of facsimile
transmission.

In facsimile a photocell is caused to perform a raster scan over
the subject copy. The variations of print density on the document
cause the photocell to generate an analogous electrical video signal.
This signal is used to modulate a carrier, which in transmitted to a
r ,r iLe d,.l 1 ;c,,) ;ti,, ,Vo-r m rxel;n nr r.alile _.. 71_. l19. 1I

At the remote terminal, demodulation reconstructs the video
signal, which is used to modsl, rthp density of print produced by a
printin.t device. This device is scannint in a raAtr rarn xvnrhrnnxPed
with that at the transmittinx terminal. As a result, a facsimile
copy of the subject documenL ia produced.

Probably you have uses for this facility in your organisation.

Yours sincerely,

P.J. CROSS
Group Leader - Facsimile Research

FIGURE 3.15
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Our Ref. 35O/PJC/ilEAC lhLL Juuny, 1972.

Dr. P.N. Cundall,
Mining Surveys Ltd.,
HoIroyd Road,
Reading.
Berks.

Dear Pete,

Permit me to introduce you to the facility of facsimile
transmission.

In facsimile a photocell is caused to perform a raster scan over
the subject copy. The variations of print density on the document
cause the photocell to generate an analogous electrical video signal.
This signal is used to modulate a carrier, which in transmitted to a

enaA)t.e tr.% ;,iUm ;Kett ,vwr mq nr h p ,-.,,, ,m _-Arir..r. 1,_.r

At the remote terminal, demodulation reconstructs the video
signal, which is used to mndtiiAto thp density of print produced by a
printing device. This device is scannine in a r*Arer qrAn sinehroniot@d
with that at the transmittinx terminal. As a result, a facsimile
copy of the subject documenL ie produced.

Probably you have uses for this facility in your organisation.

Yours sincerely,

P.J. CROSS
Group Leader - Facsimile Research

FIGURE 3.17
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In comparing the output image quality between simulations in

which single burst error signals were employed and simulations in

which double burst error signals were employed, the differences

in visual image quality were again significant. Figures 3.10

(MRC, single burst only, BER = 4 x 10 -3 ) and 3.14 (MRC, double

burst only, BER = 4 x 10- 3 ) show that the single burst error

signal has more of an effect on the output image quality than the

double burst error signal; Figure 3.14 is somewhat legible

whereas Figure 3.10 is almost completely degraded. This result

supports with the conclusion arrived at in the statistical

analysis that the number of error groups in an error signal has a

greater effect on error sensitivity than the number of errors

within the error groups.

The effect of the decryption process on the error

sensitivity is small in terms of ESF value compared to the

effects due to compression algorithm, error signal structure, and

BER; this is even more true in terms of visual image quality. In

comparing Figures 3.10 and 3.12 (MRC, single burst, BER = 4 x 10-3

there are obvious differences (e.g. the first sentence of the

letter), and the decryption does cause some additional image

degradation, but the legibility of both documents is virtually

non-existent. A comparison of Figures 3.2 and 3.4 (MHC, single

burst, BER = 4 x 10-3), the case in which the increase in the ESF

value due to the decryption process was greatest (18.9%), shows

that the legibility of the output image is only slightly reduced.
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The reduction in the bit error rate from 4 x 10 - 3 to 1 x 10 - 3

had the effect of, in general, increasing the ESF value for the

simulations in which the MRC compression algorithm was employed

and decreasing it for the simulations in which the MHC algorithm

was employed. Of course, the lower BER increased the output

image quality as compared to the higher BER (compare Figures 3.12

and 3.13, MRC, single burst + decrypt). The output image quality

of the simulation runs in which the MHC compression algorithm and

the lower BER were employed was excellent both with and without

encryption (see Figures 3.3, 3.5, 3.7, and 3.9), indicating that

secure Group 3 transmissions can be successful at this error

rate. In fact, the output image quality of the simulations in

which the MRC algorithm was employed was only slightly less than

acceptable in the presence of single burst errors at the lower

BER and was only slightly degraded in the presence of double

burst errors.
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4.0 CONCLUSIONS AND RECOMMENDATIONS

In analyzing the results presented in Section 3.0, several

conclusions were drawn concerning the effect of transmission

errors on the error sensitivity of secure Group 3 facsimile.

These conclusions, in turn, led to the formulation of a number of

recommendations as to which direction future work in this area

should be directed.

4.1 Conclusions

1. The DES encryption process does cause a moderate

increase in the sensitivity of Group 3 facsimile to

data link errors, but not in proportion to the number

of error bits it introduces into the encoded data

stream of a Group 3 facsimile transmission.

2. The output image quality produced by simulations in

which encryption was employed was only slightly more

degraded than that of simulations in which it was not,

indicating that the large number of errors introduced

by the decryption of an encoded data stream are not

manifested in the output image.

3. The number of errors within an error group has less

of an effect on error sensitivity than the number of

error groups in the error signal. This accounts for

the fact that the single burst error signals had a

greater effect on error sensitivity than the double

4- 1



burst error signals; it also accounts for the fact that

the large number of error bits introduced into the

encoded data stream by the decryption process did not

cause a correspondingly large number of errors in the

output image. The error groups are expanded by 5 to

10:1, but they remain in the same basic area in the

encoded data stream and thus cause only a modest

expansion in the number of errors in the decoded output

image. Figure 4.1 contains an example of an encoded

data stream with data link errors before encryption,

and Figure 4.2 is the same data stream after

decryption; the error bits, while significantly greater

in number, remain localized.

4. The Modified Huffman coding algorithm appears to be

less sensitive to transmission errors than the Modified

READ algorithm; in applications where output image

quality is more important than compression, the MHC

algorithm should be employed.

5. The bit error rate of 1 x 10 - 3 appears to be near

the upper limit, in terms of output image quality, of

the MRC compression algorithm's sensitivity toward

error rate. The legibility of the output images

produced by the simulations performed with this BER and

the MRC algorithm is fair; the legibility produced in

the simulations in which the BER of 4 x 10 - 3 and the

MRC algorithm were employed was very poor.
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Black - Error Bit

White - Correct Bit

Figure 4.1 - Encoded Data Stream with Single Burst Errors
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Black - Error Bit

White - Correct Bit

Figure 4.2 - Encoded Data Stream with Single Burst Errors

and Errors Due to Decryption
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4.2 Recommendations for Further Study

1. Additional error signal types, including random bit

errors and random-burst error combinations, should be

investigated to determine their effects on the error

sensitivity of secure Group 3 facsimile transmissions.

2. The effects of various error control techniques on

secure Group 3 facsimile should be explored; although

these techniques reduce the number of errors introduced

by the data link, they also introduce new error

patterns that could have a significant effect on the

decryption process.
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